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ABSTRACT: 

The requirement of information security for the network has become more and more 

important. Cryptography is a method to provide such security. Advanced Encryption Standard 

(AES) is one of the most popular symmetric key encryption algorithms. Programmable devices 

such as Field Programmable Gate Array (FPGA) is highly attractive options for hardware 

implementations of encryption algorithms as it provides cryptographic algorithm physical 

security, and potentially much higher performance than software solutions. This paper presents 

the implementation of an improved AES Algorithm using Xilinx Virtex II pro XC2VP30-FG676 

as FPGA device. The proposed design used a variable Key with pipelining of the AES 

Encryption. For the same data and key, ciphered text is variable with time, so the security of the 

algorithm is increased. 

The operating frequency of the proposed scheme is 77.673 MHz and area slices are 8314 

slices. Compared to others work the proposed scheme achieved less area, which was very 

important for a lot of applications that require AES encryption core suitable for low-cost and 

low-power devices. 
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1- INTRODUCTION: 

 Secure storage and communication is an important requirement for dependable 

applications such as banking systems, secure information systems, or other information-sensitive 

systems. Normally, cryptographic algorithms are used to prevent any unauthorized access to this 

sensitive information. Dependable applications also require high operation reliability. 

 These and other examples of applications deserve a special treatment from the security 

point of view, not only in the transport of such information but also in its storage. In this sense, 

cryptography techniques are especially applicable. Cryptography is the science of secret codes, 

enabling the confidentiality of communication through an insecure channel. It protects against 

unauthorized parties by preventing unauthorized alteration of use. Generally speaking, it uses a 

cryptographic system to transform plain text into a cipher text, using most of the time a key. In 

this sense, cryptography techniques are especially applicable. This implementation will be useful 

in wireless security like military communication and mobile telephony, where there is a greater 

emphasis on the speed of communication. 
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 The Advanced Encryption Standard (AES) was published by the National Institute of 

Standards and Technology (NIST) in 2001 [1]. AES is a symmetric block cipher that is intended 

to replace DES as the approved standard for a wide range of applications. Compared to public-

key ciphers such as RSA, the structure of AES and most symmetric ciphers is quite complex and 

cannot be explained as easily as many other cryptographic algorithms. AES has already received 

widespread use because of its high security, high performance in both hardware and software. 

Many implementations are done in software but it seems to be too slow for fast applications such 

as routers and some wireless communication systems. Several AES hardware implementation 

architectures and optimizations have been suggested for different applications. 

 

2- THE AES ALGORITHM 

AES algorithm is a FIPS standard and is a symmetric key [2, 3], in which the sender and 

recipient use only key for encryption and decryption. The data block length is fixed to be 128 

bits (Nb = 4 words), while the length of the cipher key can be 128, 192 or 256 bits, and be 

represented by Nk = 4, 6, or 8 words respectively. Moreover, the AES algorithm is an iterative 

algorithm. The iterations are called rounds, and the total number of rounds, Nr is 10, 12, or 14, 

when the key length is 128, 192, or 256 bits, respectively. The 128 bit plaintext block is divided 

into 16 bytes. These bytes are mapped to a 4 x 4 array called the State, and all the internal 

operations of the AES algorithm are performed on the State. Each byte in the State is denoted by 

Si;j , (0 < i, j < 5) and is considered as an element of Galois Fields, GF(28). The irreducible 

polynomial used in the AES algorithm to construct [1], GF(28) field is 
m (x) = x8 + x4 + x3 + x +1.             (1) 

The AES encryption processes are presented in Figure 1 [1]. In the encryption of the AES 

algorithm, the Initial Round only counts one operation: Add Round Key, then each round except 

for the final round consists of four transformations: the Sub Bytes, the Shift Rows, the Mix 

Columns, and the Add Round Key, while the final round does not have the Mix Columns 

transformation. 

 
Figure 1: The AES encryption processes 
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The AES Transformations: 

- Sub Bytes Transformation 

This transformation is a non-linear byte substitution that operates independently on 

each byte of the State using a substitution table (Sbox) [4]. For example, if S1,1 {AB}, 

then the substitution value would be determined by the intersection of the row with index 

‘A’ and the column with index ‘B’, refer to Figure 2. 

 

 
Figure 2: Sub Bytes Transformation 

 

- Shift-Rows Transformation 

In this transformation, the bytes in the last three rows of the State are cyclically 

shifted over different numbers of bytes (offsets). The first row, row 0, is not shifted. Row 

1 of the State is left shifted by 1 byte position; row 2 is left shifted by 2 byte positions; 

row 3 is left shifted by 3 byte positions as shown in Figure 3. 

 

 
 

Figure 3: Shift-Rows Transformation 

 

- Mix Columns Transformation 

This transformation [3] operates in the State column-by column, treating each 

column as a four-term polynomial over GF(28). These polynomials are multiplied modulo 

(X4 + 1) with a fixed polynomial a(x), specified in the standard, refer to Figure 4. 
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Figure 4: Mix Columns Transformation 

 

- Add round -Key Transformation 
The sub key is combined with the state. For each round, a sub key is derived from 

the main key using Rijndael's key schedule; each sub key is the same size as the state. 

The sub key is added by combining each byte of the state with the corresponding byte of 

the sub key using bitwise XOR, as shown in Figure 5. 

 

 
 

Figure 5: Add round -Key Transformation 

(Where A is the state, K is the Key & B is the output) 

 

- Key Expansion : 

 The AES algorithm takes the Cipher Key, K, and performs a Key Expansion 

routine to generate a key schedule. The Key Expansion generates a total of Nb (Nr + 1) 

words: the algorithm requires an initial set of Nb words, and each of the Nr rounds 

requires Nb words of key data. The resulting key schedule consists of a linear array of 4-

byte words, denoted [wi], with i in the range 0 < i < Nb (Nr + 1). Figure 6 it shows that 

Key Expansion process in each round.  

 

https://en.wikipedia.org/wiki/Key_(cryptography)
https://en.wikipedia.org/wiki/Rijndael_key_schedule
https://en.wikipedia.org/wiki/Exclusive_or
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Figure 6: Key Expansion process in each round 

 Rot Word() function: 

 Is a function that takes a word [a0, a1, a2, a3] as input, performs a cyclic 

permutation, and returns the word [a1, a2, a3, a0] 

 SubWord() function: 

Is a function that takes a four-byte input word and applies the S-box to each of the 

four bytes to produce an output word. 

 The word array Rcon[i]: 

Contains the values given by [x
i-1

, {00}, {00}, {00}], with x 
i-1 

being powers of x 

(x is denoted as {02}) in the field GF (2
8

). 

It can be seen that the first Nk words of the expanded key are filled with the 

Cipher Key. Every following word, w[[i]], is equal to the XOR of the previous word, 

w[[i-1]], and the word Nk positions earlier, w [[i-Nk]]. For words in positions that 

are a multiple of Nk, a transformation is applied to w [[i-1]] prior to the XOR, 

followed by an XOR with a round constant, Rcon[i]. This transformation consists of 

a cyclic shift of the bytes in a word (RotWord()), followed by the application of a 

table lookup to all four bytes of the word (SubWord()). 

And this will be according to the below equations (2, 3): 
 

K(r,c) = K(r-1,c) + Sbox[ Rword (K(r-1,c+3))] + Rcon(r-1) c = 1  (2) 

K(r,c) = K(r,c-1) + K(r-1,c)     2 ≤ c ≤ 4 (3) 

 

3- PROPOSED AES ALGORITHM: 

It uses a variable time key to increase the security of the AES algorithm and use the 

pipelining to speed up the AES algorithm. 

 

- Variable time key generator: 

To change the word array Rcon[i] with time. This algorithm leads to that the same 

plain text is ciphered to different cipher texts by the time under the same key, so hackers 

will face difficulty to hack into this scheme because of time-variant behavior. 

This time-variable element has a value that is varying with time. Random Number 

Generators (RNGs) and randomization techniques can be used as a time-variable element 

that it changes its output every clock cycle. For cryptographic applications, it is crucial to 

generate random bits which will be unpredictable to the adversary even at the exposure of 

partial information. It consists of the deterministic RNGs (DRNGs, pseudo random 

number generators). Starting with a seed, DRNGs generate pseudorandom numbers 

algorithmically [5]. 

Pseudo random Number Generator (DRNGs) is an algorithm for generating a 

sequence of numbers that approximates the properties of random numbers. The sequence 

is not truly random in which it is completely determined by an initial value called a seed . 

Hybrid DRNG is a pseudorandom number generator with additional input. The output 

at any time depends on the value of the seed and this input. Figure 7 indicates a hybrid 

DRNG [6] that is based on a linear feedback shift register. The input is the variable bit 

that is varied every clock cycle, so the output at any time depends on this input and the 

seed value. 
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Seed value

100
Variable bit

Clock

 
 

Figure 7: Hybrid pseudorandom number generator 

 

 The time-variable element is just a modification of in the key expansion process 

to increase more security for the algorithm as shown in Figure 8. 

 

 
 

Figure 8: Key expansion with time variable element 

 

The sender and receiver must be synchronized with the same key and permutation 

in order to achieve the connection. Therefore, the value of the time variable element must 

be known at both ends of the communication. 
 

- Pipelining: 

The pipelining means to process the data that is given as input in a continuous manner 

without having to wait for the current process to get over [7, 8]. 

The pipelined architecture is just a modification of the iterative looping architecture 

except that in between two rounds a register is included. These registers help us in 

achieving the pipelining of the AES. 

The registers are used to store the current output of the key expansion that is being 

executed. Now instead of passing the output of each round to the next round directly it 

can use a register which would act as a bypass or an internal register. Since the current 

rounds’ value is stored in the register the next input to the current round can be given as 
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soon as the current output is obtained, the input to the next round is given from the 

register thus avoiding a direct contact between the two rounds. This is not possible in the 

iterative looping architecture because the next input can be given only after the whole 

round based processing is over since the same hardware is used over and again in the 

process of obtaining the cipher text. Thus, the pipelined architecture increases the speed 

of execution of the obtaining of cipher text. 

 

- Cryptanalysis: 

 Related key cryptanalysis has commonly been considered a powerful, but strictly 

theoretical attack. It is believed that this view is inaccurate and that related-key 

cryptanalysis is of practical interest as well. Certain real-world cryptographic 

implementations may allow for related-key cryptanalysis. Secure communications 

protocols sometimes use K to encrypt in one direction and K in the reverse direction. At 

least one message encryption program uses K, K +1, K +2, etc., to encrypt a series of 

messages. Implementations like these inadvertently allow for related-key attacks. It is 

admitted that the most obvious method for performing related-key attacks is rather 

impractical. In the straightforward approach, an adversary (an insider, perhaps?) must 

somehow manage to change the key in a predictable manner; only then will it be possible 

to mount an elated-key query. The adversary is assumed to have write access to the key, 

but not read-access to the key or the protected plaintexts. Because of these strong (and 

strange) requirements, this naive scenario should not be a concern in most practical 

applications. 

 The sender and receiver are synchronized to have the same key at any specific 

time. For any hackers behave, linear and differential, detecting the algorithm will be very 

difficult because the same plaintext will be ciphered to different forms as a function of 

time. 

 This method will be more secure than transmitting additional data about the 

variable element in algorithm because there is no additional data about permutation. The 

proposed scheme depends on the synchronization between sender and receiver so there is 

no additional bits about the variable element in the algorithm (data permutation). By 

increasing the size of permutation box, we obtain a more secure algorithm. 

 

4- FPGA IMPLEMENTATION: 

 Figure 9 Shows the Design flow chart. From design specification, design will be coded 

using Very High Speed Integrated Circuit Hardware Description Language. Simulation and 

verification will be done on ModelSim software. The results are then synthesized on Xilinx ISE 

(Series F9.Li) Generated Bitstream file will need to program the FPGA (Virtex II pro XC2VP30-

FG676). 

 
 

Figure 9: Design flow chart 
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 The proposed architecture takes 128 bits of data as input along with the 128 bits of key 

along with three control signal clk, load, mode, reset and start signal each of single bit. The block 

diagram of the AES block is shown below in Figure 10. 

 
Figure 10: The AES block 

 

Figure 11 describes the Internal Schematics of AES transformers blocks. Each round 

consists of four transformations: the Sub Bytes, the Shift Rows, the Mix Columns, and the Add 

Round Key.  

 
 

Figure 11.A: Sub Bytes Transformation 

 
 

Figure 11.B: Shift row Transformation 

 
 

Figure 11.C: Mix Columns Transformation 

 
 

Figure 11.D: Add round key Transformation 
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Figure 11.E: The Key expansion process 

 
Figure 11: The Internal Schematic of AES transformers block  

 

5- RESULTS AND COMPARISON: 

The proposed algorithm takes 128 bits of data along with the 128 bits of key. The scheme 

Results are: 

- The Number of Area Slices: 8314 Slices 

-   Minimum period: 12.874ns (Maximum Frequency: 77.673MHz) 

Several FPGA implementations of AES have been reported, Table 1 shows the 

performance figures for the previous work result of it is implementations using Virtex Family, 

FPGA. 

In the comparison the operating frequency ranges from 77.673 to 764.059 MHz and area 

slices ranges from 8314 to 16938 slices using different design.  

The proposed algorithm achieves more security in key expansion step which will be more 

difficult for any hacker to reach for this key because of time-variant behavior for the Rcon[i] 

word array. 

As the main three important points in any communication process the speed, the size and 

security. It is found that the proposed design do two of these points as it have less area and more 

secure. 

 
Table 1: Performance comparison for the proposed algorithm 

 

S.NO. Design Year Device 
Freq. 

MHz 

Area 

slices 

1 Zhang  [9] 2004 Virtex-E, XCV1000E-8 168.4 11,022 

2 A. Hodjat [10] 2004 Virtex-II Pro, XC2VP20 169.1 9,446 

3 A. Hodjat [10] 2004 Virtex-2 Pro, XC2VP30 168.3 12,450 

4 I. Hammad [11] 2010 Virtex-2, XC2V6000 305.1 10,662 
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5 Zambreno [12] 2004 Virtex-II, XC2V4000 184.1 16,938 

6 K.U.Järvinen [13] 2003 Virtex-2, XC2V2000 139.1 10,750 

7 K.U.Järvinen [13] 2003 Virtex-E, XCV1000e-8 129.2 11,719 

8 Standaert [14] 2003 Virtex-E, XCV3200e-8 145 15,112 

9 N.C. Iyer [15] 2006 Virtex-2 Pro, XC2VP30 206.84 11,720 

10 Y. Wang [16] 2013 Virtex-6, XC6VLX240T 319.29 9,071 

11 N. Iyer [17] 2011 Virtex-2 Pro, XC2VP30 373 12,556 

12 A. Soltani [18] 2015 Virtex-5, XC5VLX85 553.710 10,733 

13 A. Soltani [18] 2015 Virtex-6, XC6VLX240T 764.059 10,760 

14 
The Proposed 

Algorithm 
2016 Virtex-2P, XC2VP30 77.673 8,314 

 

6- CONCLUSION: 

The proposed model in this paper was presented the time-variable element control with 

pipelining of AES Encryption. The research objective was to explore the design space associated 

with the Advanced Encryption Standard (AES) algorithm and in particular its Field 

Programmable Gate Array (FPGA) hardware implementation in terms of security and area. The 

proposed scheme was implemented using Xilinx Virtex II pro XC2VP30-FG676 FPGA.  

The operating frequency of the proposed scheme was 77.673 MHz and area slices were 

8314 slices. Compared to others work the proposed design achieved less area, which was very 

important for a lot of applications that need AES encryption core suitable for low-cost and low-

power devices. 

Also, it was found that the security level of the AES Algorithm was increased as it was 

used the time-variable element control for the key expansion process so hackers will face 

difficulty to hack into this scheme. 
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 البوابات المنطقية القابلة للبرمجة  باستخدام مصفوفةمعيار التشفير الُمَطور وتطبيقة  تحسين خوارزمية 
 
 

 :ملخص البحث

تشةي ر المعلومةات هةو ويعة  ومات للشبكات من االمور األكثر أهمية  ىةا العصةر الحة    أصبحت متطلبات أمن المعل

 طريق  لتوى ر هذا األمن.

تطب ة  معيار التشي ر المطور هو واح  من خوارزميات التشي ر المتناظر الرئيسي  األكثر شعبي . ىة  هةذا البحة   ةت   

وتحسةة ن خوارزميةة  التشةةي ر باسةةتخ ا  مصةةيوى  البوابةةات المنطقيةة  القابلةة  للبرملةة  التةةا تعةة  مةةن الخيةةارات اللذابةة  لل ايةة  لتلةة  

التطبيقات من خوارزميات التشةي ر ألناةا تةوىر التشةي ر الخةوارزم  األمةن. والاة ه مةن هةذ  التطب ة  هةو الحصةو   لةا خةوارز  

الماةةالم ن اخترا ةةث ح ةة  تقةة   ت   ةةرا ىةةا تقل ةة  البيانةةات مةةي الةةزمن  ةةن طريةة  ت   ةةر الميتةةا  مت  ةةر زمنيةةا حتةةا يصةةع   لةةا 

شةةريح  مةةن مصةةيوى  البوابةةات المنطقيةة  القابلةة   8314المسةةتخ   ىةة   مليةة  التشةةي ر ط و نةة  تطب ةة  ذلةة  ولةة  انةةث  ةة  اسةةتخ   

نث يمثل ا ل مساحث ب نا  مما  لعل  مالئ  لالنظمث التةا للبرمل  المستخ م  و ن  مقارن  هذ  المساح  بال راسات السابق  ول  ا

 تحتاج مساحات ص  رة وا ل تكال ف وا ل طا   وأكثر أمنًا.

 

  
 


